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ABSTRAK 

 

Perkembangan teknologi jaringan komputer yang pesat telah meningkatkan risiko serangan 

siber, khususnya Distributed Denial of Service (DDoS), yang bertujuan mengganggu ketersediaan 

layanan dengan membanjiri server menggunakan lalu lintas palsu dari berbagai sumber. Metode 

deteksi konvensional berbasis aturan (rule-based) dinilai kurang efektif dalam menghadapi pola 

serangan modern yang dinamis dan kompleks. Oleh karena itu, penelitian ini mengusulkan model 

deteksi serangan DDoS berbasis Support Vector Machine (SVM) yang diintegrasikan dengan 

teknologi Blockchain untuk meningkatkan akurasi, integritas data, dan transparansi sistem. 

Penelitian menggunakan dataset CICDDoS2023 yang dikembangkan oleh Canadian 

Institute for Cybersecurity, yang mencakup berbagai jenis serangan DDoS modern dengan lebih 

dari 80 fitur lalu lintas jaringan. Tahapan penelitian meliputi preprocessing data, normalisasi, 

seleksi fitur, pembagian data latih dan uji, serta pelatihan model SVM dengan optimasi 

hyperparameter menggunakan metode GridSearchCV. Evaluasi kinerja dilakukan menggunakan 

confusion matrix dengan metrik accuracy, precision, recall, dan F1-score. Integrasi Blockchain 

diterapkan dengan mencatat hash dataset pelatihan dan hasil klasifikasi ke dalam smart contract 

berbasis Ethereum menggunakan mekanisme konsensus Proof of Authority (PoA), sehingga 

menjamin keaslian dan auditabilitas data. 

Hasil penelitian menunjukkan bahwa model SVM mampu mendeteksi serangan DDoS 

dengan tingkat akurasi yang tinggi. Integrasi Blockchain memberikan lapisan keamanan tambahan 

terhadap potensi manipulasi data (data poisoning) serta meningkatkan transparansi sistem melalui 

pencatatan terdistribusi yang bersifat immutable. Dengan demikian, kombinasi SVM dan 

Blockchain menghasilkan sistem deteksi serangan DDoS yang tidak hanya akurat, tetapi juga 

aman, transparan, dan andal untuk diterapkan pada lingkungan jaringan modern. 

Kata kunci: Distributed Denial of Service (DDoS), Support Vector Machine (SVM), Blockchain, 

Smart Contract, CICDDoS2023, Keamanan Jaringan. 
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ABSTRACT 

The rapid development of computer network technology has significantly increased the risk 

of cyber threats, particularly Distributed Denial of Service (DDoS) attacks, which aim to disrupt 

service availability by flooding servers with malicious traffic from multiple sources. Conventional 

rule-based detection methods are considered less effective in handling dynamic and complex 

modern attack patterns. Therefore, this study proposes a DDoS detection model based on Support 

Vector Machine (SVM) integrated with Blockchain technology to improve detection accuracy, data 

integrity, and system transparency. 

This research utilizes the CICDDoS2023 dataset developed by the Canadian Institute for 

Cybersecurity, which includes various modern DDoS attack types with more than 80 network 

traffic features. The research stages include data preprocessing, normalization, feature selection, 

data splitting into training and testing sets, and SVM model training with hyperparameter 

optimization using GridSearchCV. Model performance evaluation is conducted using a confusion 

matrix with accuracy, precision, recall, and F1-score metrics. Blockchain integration is 

implemented by recording the hash of the training dataset and classification results into an 

Ethereum-based smart contract using the Proof of Authority (PoA) consensus mechanism to 

ensure data authenticity and auditability. 

The results demonstrate that the SVM model achieves high detection accuracy in 

identifying DDoS attacks. The integration of Blockchain provides an additional security layer 

against potential data manipulation (data poisoning) and enhances system transparency through 

immutable distributed records. Therefore, the combination of SVM and Blockchain produces a 

DDoS detection system that is not only accurate but also secure, transparent, and reliable for 

modern network environments. 

Keywords: Distributed Denial of Service (DDoS), Support Vector Machine (SVM), Blockchain, 

Smart Contract, CICDDoS2023, Network Security. 
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