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LAMPIRAN

Lampiran 1. Proses Enkripsi AES 256 bit

R State awal Setelah

SubBytes

Setelah

ShiftRows

Setelah

MixColumns

Setelah

AddRoundKey

1

00 40 80 c0 63 09 cd ba 63 09 cd ba 5f 57 f7 1d 4f 43 ef 01

10 50 90 d0 ca 53 60 70 53 60 70 ca 72 f5 be b9 63 e0 a7 a4

20 60 a0 e0 b7 d0 e0 e1 e0 e1 b7 d0 64 bc 3b f9 76 aa 21 e7

30 70 b0 f0 04 51 e7 8c 8c 04 51 e7 15 92 29 1a 06 85 32 05

2

4f 43 ef 01 84 1a df 7c 84 1a df 7c bd 2b d1 61 18 8a 78 c4

63 e0 a7 a4 fb e1 5c 49 e1 5c 49 fb 2a 6a 92 5d 59 1c ed 2f

76 aa 21 e7 38 ac fd 94 fd 94 38 ac 39 c4 44 a1 fb 00 8a 61

06 85 32 05 6f 97 23 6b 6b 6f 97 23 5d 38 3e 95 c2 a0 ad 09

3

18 8a 78 c4 ad 7e bc 1c ad 7e bc 1c 81 c9 b3 88 97 cb a9 8e

59 1c ed 2f cb 9c 55 15 9c 55 15 cb 0d db 67 a1 5c 9f 3a e1

fb 00 8a 61 0f 63 7e ef 7e ef 0f 63 ce 81 8c b5 66 3f 28 0f

c2 a0 ad 09 25 e0 95 01 01 25 e0 95 0c 72 1e bd c1 a8 df 63

4

97 cb a9 8e 88 1f d3 19 88 1f d3 19 b2 ab 5f 07 1c a4 f9 04

5c 9f 3a e1 4a db 80 f8 db 80 f8 4a 82 e6 af 8c 05 17 21 07

66 3f 28 0f 33 75 34 76 34 76 33 75 2d fb 10 00 f2 e0 c5 15

c1 a8 df 63 78 c2 9e fb fb 78 c2 9e 81 27 3a 33 71 4f c1 54

5

1c a4 f9 04 9c 49 99 f2 9c 49 99 f2 ae 74 d7 db c3 1b a2 a8

05 17 21 07 6b f0 fd 51 f0 fd 41 6b b6 e0 3f 64 57 45 c7 dc

f2 e0 c5 15 89 e1 a6 59 a6 59 89 e1 5b f8 56 c8 aa b7 bd 99

71 4f c1 54 a3 84 78 20 20 a3 84 78 a9 22 7b 77 e1 b0 28 fa

6

c3 1b a2 a8 2e af 3a c2 2e af 3a c2 b9 02 ae ef 7f cb c1 83

57 45 c7 dc 5b 6e c6 86 6e c6 86 5b 51 e9 25 a0 07 4e 0c 75

aa b7 bd 99 ac a9 7a ee 7a ee ac a9 c3 bd cd 8c 41 24 81 d5

e1 b0 28 fa f8 e7 34 2d 2d f8 e7 34 3c 29 b1 c7 43 3e 5d 4c

7f cb c1 83 d2 1f 78 ec d2 1f 78 ec eb 3e 7d ed d6 6c 5a b9

07 4e 0c 75 c5 2f fe 9d 2f fe 9d c5 b1 e7 75 6b 53 a0 ca 6c
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7 41 24 81 d5 83 36 0c 03 0c 03 83 36 9e c9 35 91 a4 bc ab 5e

43 3e 5d 4c 1a b2 4c 29 29 1a b2 4c 1c e8 e9 44 69 0f 5d 7d

8

d6 6c 5a b9 f6 50 be 56 f6 50 be 56 51 9d a8 a9 5a 5f 05 68

53 a0 ca 6c ed e0 74 50 e0 74 50 ed 74 a9 b3 74 a8 d2 e1 f3

a4 bc ab 5e 49 65 62 58 62 58 49 65 c8 84 e6 a5 58 8d a3 b9

69 0f 5d 7d f9 76 4c ff ff f9 76 4c 66 35 2c ea 39 7d 88 c5

9

5a 5f 05 68 be cf 6b 45 be cf 6b 45 0f d2 54 4e 4a c5 64 2a

a8 d2 e1 f3 c2 b5 f8 0d b5 f8 0d c2 77 cc 30 f9 82 7e 3d f3

58 8d a3 b9 6a 5d 0a 56 0a 56 6a 5d ee ad a8 6a 48 7e e5 e8

39 7d 88 c5 12 ff c4 a6 a6 12 ff c4 31 c0 3f c3 51 47 0c c9

10

4a c5 64 2a d6 a6 43 e5 d6 a6 43 e5 bd 74 63 e9 c1 ca 70 3b

82 7e 3d f3 13 f3 27 0d f3 27 0d 13 86 8f 0f 33 49 3b e9 52

48 7e e5 e8 52 f3 d9 9b d9 9b 52 f3 f0 c4 11 12 07 3a aa b5

51 47 0c c9 d1 a0 fe dd dd d1 a0 fe ea f4 c1 33 f6 a0 31 ec

11

c1 ca 70 3b 78 74 51 e2 78 74 51 e2 af 5d 87 d5 5f ba 50 66

49 3b e9 52 3b e2 1e 00 e2 1e 00 3b 86 6e e5 c8 9c c6 40 67

07 3a aa b5 c5 80 ac d5 ac d5 c5 80 90 1d fb 90 6a 34 9f 76

f6 a0 31 ec 42 e0 c7 ce ce 42 e0 c7 41 d3 ed 13 bf aa a7 53

12

5f ba 50 66 cf f4 53 33 cf f4 53 33 74 d8 9c 5b 51 43 14 01

9c c6 40 67 de b4 09 85 b4 09 85 de 27 a6 e8 e0 66 53 fb 92

6a 34 9f 76 02 18 db 38 db 38 02 18 fa 95 3d 39 04 95 86 25

bf aa a7 53 08 ac 5c ed ed 08 ac 5c e4 26 31 2b 95 03 e4 21

13

51 43 14 01 d1 1a fa 7c d1 1a fa 7c 2c 30 b7 ee 62 99 c9 23

66 53 fb 92 33 ed 0f 4f ed 0f 4f 33 21 6f 12 0d 7b 9d 45 f5

04 95 86 25 f2 2a 44 3f 44 3f f2 2a a8 15 c7 a0 ce 5a ec 6d

95 03 e4 21 2a 7b 69 fd fd 2a 7b 69 20 4a 5e 4f b9 aa f4 a5

Output

14

62 99 c9 23 aa ee dd 26 aa ee dd 26 8e 51 ea 4b

7b 9d 45 f5 21 5e 6e e6 5e 6e e6 21 a2 67 fc 49

ce 5a ec 6d 8b be ce 3c ce 3c 8b be b7 45 49 60

b9 aa f4 a5 56 ac bf 06 06 56 ac bf ca bf 90 89
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Lampiran 2. Kode Program AES
package com.yogaprasetyo.skripsi.keepsecret.ui.aes

import android.app.Activity
import android.content.Intent
import android.os.Bundle
import android.util.Log
import android.view.LayoutInflater
import android.view.View
import android.view.ViewGroup
import androidx.core.view.isVisible
import androidx.fragment.app.Fragment
import androidx.recyclerview.widget.LinearLayoutManager
import androidx.recyclerview.widget.RecyclerView
import com.google.android.material.snackbar.Snackbar
import com.yogaprasetyo.skripsi.keepsecret.R
import com.yogaprasetyo.skripsi.keepsecret.adapter.ProgressAdapter
import com.yogaprasetyo.skripsi.keepsecret.databinding.DecryptAesOfflineBinding
import com.yogaprasetyo.skripsi.keepsecret.databinding.EncryptAesOfflineBinding
import com.yogaprasetyo.skripsi.keepsecret.databinding.FragmentAesOfflineBinding
import com.yogaprasetyo.skripsi.keepsecret.model.Progress
import com.yogaprasetyo.skripsi.keepsecret.utils.*
import java.io.File
import java.io.InputStream

class AesOfflineFragment : Fragment() {

private lateinit var outputFileEncrypt: File
private lateinit var outputFileDecrypt: File

private lateinit var progressAdapterEncrypt: ProgressAdapter
private lateinit var progressAdapterDecrypt: ProgressAdapter

private lateinit var progressOperation: ProgressOperation

private val questionMark by lazy { getString(R.string.question_mark) }
private val aesSymmetric by lazy { ECSymmetric() }
private val progressArray by lazy { ArrayList<Progress>() }

private val benchmarkTimerEncrypt by lazy {
BenchmarkTimer("Aes", "Encrypt operation")

}
private val benchmarkTimerDecrypt by lazy {
BenchmarkTimer("Aes", "Decrypt operation")

}

private var fis: InputStream? = null
private var originalSize: String? = null

private var enc: EncryptAesOfflineBinding? = null
private var dec: DecryptAesOfflineBinding? = null

private var _binding: FragmentAesOfflineBinding? = null
private val binding get() = _binding

override fun onCreateView(
inflater: LayoutInflater,
container: ViewGroup?,
savedInstanceState: Bundle?

): View? {
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_binding = FragmentAesOfflineBinding.inflate(inflater, container, false)
return binding?.root

}

override fun onViewCreated(view: View, savedInstanceState: Bundle?) {
super.onViewCreated(view, savedInstanceState)

initProperties()
initRecyclerView()
initButtonListener()

}

private fun initProperties() {
enc = binding?.eoperation
dec = binding?.doperation
progressAdapterEncrypt = ProgressAdapter()
progressAdapterDecrypt = ProgressAdapter()
progressOperation = ProgressOperation(
progressArray,
progressAdapterEncrypt,
progressAdapterDecrypt

)
}

private fun initRecyclerView() {
fun configure(rv: RecyclerView): RecyclerView {
return rv.apply {
layoutManager = LinearLayoutManager(activity)
setHasFixedSize(true)

}
}

enc?.rvProgress?.let { configure(it).adapter = progressAdapterEncrypt }
dec?.rvProgress?.let { configure(it).adapter = progressAdapterDecrypt }

}

private fun initButtonListener() {
/**
* Showing operation
* */
binding?.btnToggleShowOperation?.toggleButtonListener(
{
showCryptoOperation(Operation.ENCRYPT)
resetAllCacheOrValue()

},
{
showCryptoOperation(Operation.DECRYPT)
resetAllCacheOrValue()

}
)

/**
* Encrypt Operation
* */
enc?.btnRandomKey?.setOnClickListener { useRandomPassword() }
enc?.btnUpload?.setOnClickListener { uploadFile(Operation.ENCRYPT) }
enc?.btnEncrypt?.setOnClickListener { doEncrypt() }

/**
* Decrypt Operation
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* */
dec?.btnUpload?.setOnClickListener { uploadFile(Operation.DECRYPT) }
dec?.btnDecrypt?.setOnClickListener { doDecrypt() }

}

private fun showCryptoOperation(operationName: Operation) {
fun showEncrypt(isVisible: Boolean = true) {
binding?.eoperation?.root?.isVisible = isVisible

}

fun showDecrypt(isVisible: Boolean = true) {
binding?.doperation?.root?.isVisible = isVisible

}

when (operationName) {
Operation.ENCRYPT -> {
showEncrypt()
showDecrypt(false)

}
Operation.DECRYPT -> {
showDecrypt()
showEncrypt(false)

}
}

}

private fun initValueOfView() {
val chosenFile = getString(R.string.choose_file, questionMark)
enc?.tvUploadFile?.text = chosenFile
dec?.tvUploadFile?.text = chosenFile

}

private fun resetAllCacheOrValue() {
fun clearPropertiesValue() {
fis = null
originalSize = null
progressArray.clear()
progressAdapterEncrypt.submitList(emptyList())
progressAdapterDecrypt.submitList(emptyList())

}

fun hideOperation() {
setVisibleStateOfView(
false,
arrayListOf(
enc?.titleProgress,
enc?.rvProgress,
enc?.cardResults,
dec?.titleProgress,
dec?.rvProgress,
dec?.cardResults

)
)

}

fun clearFieldValue() {
enc?.etAesKey?.clear()
dec?.etAesKey?.clear()

}
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clearPropertiesValue()
clearFieldValue()
hideOperation()
initValueOfView()

}

/**
* UPLOAD FILE STAGES
* */

override fun onActivityResult(requestCode: Int, resultCode: Int, data: Intent?) {
/**
* Set [fis] property and [outputFileEncrypt] for encrypt operation
* */
fun setDataFileForEncrypt() {
try {
data?.data?.let { uri ->
val path = UriUtil.getPathFromUri(requireContext(), uri)
val file = path?.let { File(it) }
enc?.tvUploadFile?.text = getString(R.string.choose_file, file?.path)
originalSize = file?.sizeStrWithBytes()
fis = context?.contentResolver?.openInputStream(uri)
outputFileEncrypt = setOutputFile(
Operation.ENCRYPT,
file?.name!!,
prefixAesEncryptFileName,
prefixAesDecryptFileName

)
}

} catch (e: Exception) {
log(exception = e) // tracking log error
context?.showToast(getString(R.string.error_upload))
enc?.tvUploadFile?.text = getString(R.string.choose_file, questionMark)

}
}

/**
* Set [fis] property and [outputFileDecrypt] for decrypt operation
* */
fun setDataFileForDecrypt() {
try {
data?.data?.let { uri ->
val path = UriUtil.getPathFromUri(requireContext(), uri)
val file = path?.let { File(it) }
dec?.tvUploadFile?.text = getString(R.string.choose_file, file?.path)
originalSize = file?.sizeStrWithBytes()
fis = context?.contentResolver?.openInputStream(uri)
outputFileDecrypt = setOutputFile(
Operation.DECRYPT,
file?.name!!,
prefixAesEncryptFileName,
prefixAesDecryptFileName

)
}

} catch (e: Exception) {
log(exception = e) // tracking log error
context?.showToast(getString(R.string.error_upload))
dec?.tvUploadFile?.text = getString(R.string.choose_file, questionMark)

}
}



66

if (resultCode != Activity.RESULT_OK) return
when (requestCode) {
requestCodeEncrypt -> setDataFileForEncrypt()
requestCodeDecrypt -> setDataFileForDecrypt()

}
}

/**
* ENCRYPTION STAGES
* */

private fun useRandomPassword() {
val randomPassword = getRandomString()
enc?.etAesKey?.setText(randomPassword)

}

private fun doEncrypt() {
if (enc?.etLayoutAesKey.checkFieldIsEmpty()) return
if (isContainQuestionMark(enc?.tvUploadFile?.text.toString())) {
context?.showToast(getString(R.string.not_choose_file))
return

}

clearExistingFile(outputFileEncrypt)
val password = enc?.etAesKey?.text.toString()
setVisibleStateOfView(true, arrayListOf(enc?.titleProgress, enc?.rvProgress))
progressOperation.push(Operation.ENCRYPT, getString(R.string.prepare_document_encrypt))
Log.w("BlackBox", "Time start")

benchmarkTimerEncrypt.startLog()
aesSymmetric.encrypt(fis, password, encryptFileResultListener, outputFileEncrypt)
enc?.etAesKey?.clear()

}

private val encryptFileResultListener = object : ECResultListener {
override fun onProgress(newBytes: Int, bytesProcessed: Long, totalBytes: Long) {
Log.w("BlackBox", "Time calculation: encryptFileResultListener#onProgress")
progressOperation.push(Operation.ENCRYPT, getString(R.string.waiting_encrypt_doc))

}

override fun onFailure(message: String, e: Exception) {
log(exception = e) // tracking log error
progressOperation.push(Operation.ENCRYPT, e.message.toString(), exception = e)
activity?.runOnUiThread { showFailedEncrypt() }

}

override fun <T> onSuccess(result: T) {
Log.w("BlackBox", "Time End: encryptFileResultListener#onSuccess")
benchmarkTimerEncrypt.endLog()
val info = getString(R.string.success_encrypt_doc)
progressOperation.push(Operation.ENCRYPT, info, finish = true)
activity?.runOnUiThread { showResultEncrypt() }

}
}

private fun showResultEncrypt() {
enc?.apply {
val sizeResult = outputFileEncrypt.sizeStrWithBytes()
val processTime = benchmarkTimerEncrypt.getBenchmarkTime()



67

tvSizeDefault.text = getString(R.string.result_size_default, originalSize)
tvSizeResult.text = getString(R.string.result_size_encrypt, sizeResult)
tvProcessTime.text = getString(R.string.result_time_encrypt, processTime)

}
setColorStateOfCard(
Process.SUCCESS,
enc?.cardResults,
enc?.containerCardResults,
enc?.titleResult,
enc?.tvSizeDefault,
enc?.tvSizeResult,
enc?.tvProcessTime

)
setVisibleStateOfView(true, arrayListOf(enc?.cardResults))
showSnackBar(
message = getString(R.string.snackbar_info_encrypt),
actionText = getString(R.string.snackbar_action_close),
duration = Snackbar.LENGTH_INDEFINITE

)
}

private fun showFailedEncrypt() {
enc?.apply {
tvSizeDefault.text = getString(R.string.result_size_default, questionMark)
tvSizeResult.text = getString(R.string.result_size_encrypt, questionMark)
tvProcessTime.text = getString(R.string.result_time_encrypt, questionMark)

}
setColorStateOfCard(
Process.FAILED,
enc?.cardResults,
enc?.containerCardResults,
enc?.titleResult,
enc?.tvSizeDefault,
enc?.tvSizeResult,
enc?.tvProcessTime

)
setVisibleStateOfView(true, arrayListOf(enc?.cardResults))

}

/**
* DECRYPTION STAGES
* */

private fun doDecrypt() {
if (dec?.etLayoutAesKey.checkFieldIsEmpty()) return
if (isContainQuestionMark(dec?.tvUploadFile?.text.toString())) {
context?.showToast(getString(R.string.not_choose_file))
return

}

clearExistingFile(outputFileDecrypt)
val password = dec?.etAesKey?.text.toString()
setVisibleStateOfView(true, arrayListOf(dec?.titleProgress, dec?.rvProgress))
progressOperation.push(Operation.DECRYPT, getString(R.string.prepare_document_decrypt))
Log.w("BlackBox", "Time start")

benchmarkTimerDecrypt.startLog()
aesSymmetric.decrypt(fis, password, decryptFileResultListener, outputFileDecrypt)
dec?.etAesKey?.clear()

}
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private val decryptFileResultListener = object : ECResultListener {
override fun onProgress(newBytes: Int, bytesProcessed: Long, totalBytes: Long) {
Log.w("BlackBox", "Time calculation: decryptFileResultListener#onProgress")
progressOperation.push(Operation.DECRYPT, getString(R.string.waiting_decrypt_doc))

}

override fun onFailure(message: String, e: Exception) {
log(exception = e) // tracking log error
progressOperation.push(Operation.DECRYPT, e.message.toString(), exception = e)
activity?.runOnUiThread { showFailedDecrypt() }

}

override fun <T> onSuccess(result: T) {
Log.w("BlackBox", "Time End: decryptFileResultListener#onSuccess")
benchmarkTimerDecrypt.endLog()
val info = getString(R.string.success_decrypt_doc)
progressOperation.push(Operation.DECRYPT, info, finish = true)
activity?.runOnUiThread { showResultDecrypt() }

}
}

private fun showResultDecrypt() {
dec?.apply {
val sizeResult = outputFileDecrypt.sizeStrWithBytes()
val processTime = benchmarkTimerDecrypt.getBenchmarkTime()
tvSizeDefault.text = getString(R.string.result_size_encrypt, originalSize)
tvSizeResult.text = getString(R.string.result_size_decrypt, sizeResult)
tvProcessTime.text = getString(R.string.result_time_decrypt, processTime)

}
setColorStateOfCard(
Process.SUCCESS,
dec?.cardResults,
dec?.containerCardResults,
dec?.titleResult,
dec?.tvSizeDefault,
dec?.tvSizeResult,
dec?.tvProcessTime

)
setVisibleStateOfView(true, arrayListOf(dec?.cardResults))
showSnackBar(
message = getString(R.string.snackbar_info_decrypt),
actionText = getString(R.string.snackbar_action_close),
duration = Snackbar.LENGTH_INDEFINITE

)
}

private fun showFailedDecrypt() {
dec?.apply {
tvSizeDefault.text = getString(R.string.result_size_encrypt, questionMark)
tvSizeResult.text = getString(R.string.result_size_decrypt, questionMark)
tvProcessTime.text = getString(R.string.result_time_decrypt, questionMark)

}
setColorStateOfCard(
Process.FAILED,
dec?.cardResults,
dec?.containerCardResults,
dec?.titleResult,
dec?.tvSizeDefault,
dec?.tvSizeResult,
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dec?.tvProcessTime
)
setVisibleStateOfView(true, arrayListOf(dec?.cardResults))

}
}

Lampiran 3. Kode Program RSA
package com.yogaprasetyo.skripsi.keepsecret.ui.rsa

import android.app.Activity
import android.content.Intent
import android.os.Bundle
import android.util.Log
import android.view.LayoutInflater
import android.view.View
import android.view.ViewGroup
import androidx.core.view.isVisible
import androidx.fragment.app.Fragment
import androidx.recyclerview.widget.LinearLayoutManager
import androidx.recyclerview.widget.RecyclerView
import com.google.android.material.snackbar.Snackbar
import com.yogaprasetyo.skripsi.keepsecret.R
import com.yogaprasetyo.skripsi.keepsecret.adapter.ProgressAdapter
import com.yogaprasetyo.skripsi.keepsecret.databinding.DecryptRsaOfflineBinding
import com.yogaprasetyo.skripsi.keepsecret.databinding.EncryptRsaOfflineBinding
import com.yogaprasetyo.skripsi.keepsecret.databinding.FragmentRsaOfflineBinding
import com.yogaprasetyo.skripsi.keepsecret.model.Progress
import com.yogaprasetyo.skripsi.keepsecret.utils.*
import java.io.File
import java.io.IOException
import java.io.InputStream
import java.security.KeyPair

class RsaOfflineFragment : Fragment() {

private lateinit var progressOperation: ProgressOperation
private lateinit var progressAdapterEncrypt: ProgressAdapter
private lateinit var progressAdapterDecrypt: ProgressAdapter

private lateinit var outputFileEncrypt: File
private lateinit var outputFileDecrypt: File

private lateinit var sharedPref: KeySharedPreferences
private lateinit var sharedPublicKey: String

private val questionMark by lazy { getString(R.string.question_mark) }
private val rsaKeys by lazy { ECKeys() }
private val rsaAsymmetric by lazy { ECAsymmetric() }
private val progressArray by lazy { ArrayList<Progress>() }

private val benchmarkTimerEncrypt by lazy {
BenchmarkTimer("Rsa", "Encrypt operation")

}
private val benchmarkTimerDecrypt by lazy {
BenchmarkTimer("Rsa", "Decrypt operation")

}
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private var fis: InputStream? = null
private var originalSize: String? = null

private var enc: EncryptRsaOfflineBinding? = null
private var dec: DecryptRsaOfflineBinding? = null

private var _binding: FragmentRsaOfflineBinding? = null
private val binding get() = _binding

override fun onCreateView(
inflater: LayoutInflater,
container: ViewGroup?,
savedInstanceState: Bundle?

): View? {
_binding = FragmentRsaOfflineBinding.inflate(inflater, container, false)
return binding?.root

}

override fun onViewCreated(view: View, savedInstanceState: Bundle?) {
super.onViewCreated(view, savedInstanceState)

initProperties()
initRecyclerView()
initButtonListener()
initValueOfView()
initCheckedChangeListener(Operation.ENCRYPT)
initCheckedChangeListener(Operation.DECRYPT)

}

private fun initProperties() {
enc = binding?.eoperation
dec = binding?.doperation
sharedPref = KeySharedPreferences(requireContext())
progressAdapterEncrypt = ProgressAdapter()
progressAdapterDecrypt = ProgressAdapter()
progressOperation = ProgressOperation(
progressArray,
progressAdapterEncrypt,
progressAdapterDecrypt

)
}

private fun initCheckedChangeListener(operation: Operation) {
fun setListenerEncrypt() {
enc?.cbQuestion?.checkedChangeListener(
arrayListOf(enc?.cardInfo, enc?.etLayoutPublicKey),
arrayListOf(
enc?.titleGenerateRsaKey,
enc?.cardGenerate,
enc?.tvStatusSaveKey,
enc?.btnGenerate

)
)

}

fun setListenerDecrypt() {
dec?.cbQuestion?.checkedChangeListener(
arrayListOf(
dec?.cardInfo,
dec?.titleGenerateRsaKey,
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dec?.cardGenerate,
dec?.btnGenerate,
dec?.btnCopy,

)
)

}

when (operation) {
Operation.ENCRYPT -> setListenerEncrypt()
Operation.DECRYPT -> setListenerDecrypt()

}
}

private fun initRecyclerView() {
fun configure(rv: RecyclerView): RecyclerView {
return rv.apply {
layoutManager = LinearLayoutManager(activity)
setHasFixedSize(true)

}
}

enc?.rvProgress?.let { configure(it).adapter = progressAdapterEncrypt }
dec?.rvProgress?.let { configure(it).adapter = progressAdapterDecrypt }

}

private fun initButtonListener() {
/**
* Showing operation
* */
binding?.btnToggleShowOperation?.toggleButtonListener(
{
showCryptoOperation(Operation.ENCRYPT)
resetAllCacheOrValue()

},
{
showCryptoOperation(Operation.DECRYPT)
resetAllCacheOrValue()

}
)

/**
* Encrypt Operation
* */
enc?.btnGenerate?.setOnClickListener { generateLocalKeyPair() }
enc?.btnUpload?.setOnClickListener { uploadFile(Operation.ENCRYPT) }
enc?.btnEncrypt?.setOnClickListener { doEncrypt() }

/**
* Decrypt Operation
* */
dec?.btnGenerate?.setOnClickListener { generateSharedKeyPair() }
dec?.btnCopy?.setOnClickListener { copySharedPubKey() }
dec?.btnUpload?.setOnClickListener { uploadFile(Operation.DECRYPT) }
dec?.btnDecrypt?.setOnClickListener { doDecrypt() }

}

private fun showCryptoOperation(operationName: Operation) {
fun showEncrypt(isVisible: Boolean = true) {
binding?.eoperation?.root?.isVisible = isVisible

}
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fun showDecrypt(isVisible: Boolean = true) {
binding?.doperation?.root?.isVisible = isVisible

}

when (operationName) {
Operation.ENCRYPT -> {
showEncrypt()
showDecrypt(false)

}
Operation.DECRYPT -> {
showDecrypt()
showEncrypt(false)

}
}

}

private fun initValueOfView() {
val privateKey = getString(R.string.private_key, questionMark)
val publicKey = getString(R.string.public_key, questionMark)
val chosenFile = getString(R.string.choose_file, questionMark)
val processGenerateKey = getString(R.string.state_generated, getString(R.string.check))

enc?.apply {
tvPrivateKey.text = privateKey
tvPublicKey.text = publicKey
tvStatusSaveKey.text = processGenerateKey
tvUploadFile.text = chosenFile

}

dec?.apply {
tvStatusSaveKey.text = processGenerateKey
tvPublicKey.text = publicKey
tvUploadFile.text = chosenFile

}
}

private fun resetAllCacheOrValue() {
fun clearPropertiesValue() {
fis = null
originalSize = null
progressArray.clear()

}

fun hideOperation() {
setVisibleStateOfView(
false,
arrayListOf(
enc?.titleProgress,
enc?.rvProgress,
enc?.cardResults,
dec?.titleProgress,
dec?.rvProgress,

dec?.cardResults
)

)
}

fun clearFieldValue() {
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enc?.etGenerateKey?.clear()
}

clearPropertiesValue()
clearFieldValue()
hideOperation()
initValueOfView()

}

/**
* UPLOAD FILE STAGES
* */

override fun onActivityResult(requestCode: Int, resultCode: Int, data: Intent?) {
/**
* Set [fis] property and [outputFileEncrypt] for encrypt operation
* */
fun setDataFileForEncrypt() {
try {
data?.data?.let { uri ->
val path = UriUtil.getPathFromUri(requireContext(), uri)
val file = path?.let { File(it) }
enc?.tvUploadFile?.text = getString(R.string.choose_file, file?.path)
originalSize = file?.sizeStrWithBytes()
fis = context?.contentResolver?.openInputStream(uri)
outputFileEncrypt = setOutputFile(
Operation.ENCRYPT,
file?.name!!,
prefixRsaEncryptFileName,
prefixRsaDecryptFileName

)
}

} catch (e: Exception) {
log(exception = e) // tracking log error
context?.showToast(getString(R.string.error_upload))
enc?.tvUploadFile?.text = getString(R.string.choose_file, questionMark)

}
}

/**
* Set [fis] property and [outputFileDecrypt] for decrypt operation
* */
fun setDataFileForDecrypt() {
try {
data?.data?.let { uri ->
val path = UriUtil.getPathFromUri(requireContext(), uri)
val file = path?.let { File(it) }
dec?.tvUploadFile?.text = getString(R.string.choose_file, file?.path)
originalSize = file?.sizeStrWithBytes()
fis = context?.contentResolver?.openInputStream(uri)
outputFileDecrypt = setOutputFile(
Operation.DECRYPT,
file?.name!!,
prefixRsaEncryptFileName,
prefixRsaDecryptFileName

)
}

} catch (e: Exception) {
log(exception = e) // tracking log error
context?.showToast(getString(R.string.error_upload))
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dec?.tvUploadFile?.text = getString(R.string.choose_file, questionMark)
}

}

if (resultCode != Activity.RESULT_OK) return
when (requestCode) {
requestCodeEncrypt -> setDataFileForEncrypt()
requestCodeDecrypt -> setDataFileForDecrypt()

}
}

/**
* ENCRYPTION STAGES
* */

private fun generateLocalKeyPair() {
fun setKeyPairViewText() {
val pairRsaKey = sharedPref.getLocalKeyRsa()
enc?.tvPrivateKey?.text = getString(R.string.private_key, pairRsaKey.first)
enc?.tvPublicKey?.text = getString(R.string.public_key, pairRsaKey.second)
setTextStateGenerateKey(Process.INFO)

}

when {
sharedPref.isKeyRsaOfLocalAvailable() -> setKeyPairViewText()
else -> rsaKeys.genRSAKeyPair(rsaEncryptKeyPairListener, ECAsymmetric.KeySizes.S_2048)

}
}

private val rsaEncryptKeyPairListener = object : ECRSAKeyPairListener {
override fun onFailure(message: String, e: Exception) {
log(exception = e) // tracking log error
activity?.runOnUiThread {
setColorStateOfCard(
Process.FAILED,
enc?.cardGenerate,
enc?.containerCardGenerate,
enc?.tvPrivateKey,
enc?.tvPublicKey

)
setTextStateGenerateKey(Process.FAILED)

}
}

override fun onGenerated(keyPair: KeyPair) {
val pubKey = keyPair.public.encoded.toBase64String()
val privKey = keyPair.private.encoded.toBase64String()
sharedPref.saveLocalKeyRsa(pubKey, privKey)
activity?.runOnUiThread {
enc?.tvPrivateKey?.text = getString(R.string.private_key, privKey)
enc?.tvPublicKey?.text = getString(R.string.public_key, pubKey)
setTextStateGenerateKey(Process.SUCCESS)

}
}

}

private fun setTextStateGenerateKey(process: Process) {
enc?.tvStatusSaveKey?.text = when (process) {
Process.SUCCESS -> getString(R.string.state_generated, getString(R.string.success))
Process.FAILED -> getString(R.string.state_generated, getString(R.string.failed))
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else -> getString(R.string.is_key_already)
}

}

private fun doEncrypt() {
val isFileShared = enc?.cbQuestion?.isChecked == true
if (isFileShared) {
if (enc?.etLayoutPublicKey.checkFieldIsEmpty()) return
if (isContainQuestionMark(enc?.tvUploadFile?.text.toString())) {
context?.showToast(getString(R.string.not_choose_file))
return

}
} else {
if (
isContainQuestionMark(enc?.tvUploadFile?.text.toString())
|| (isContainQuestionMark(enc?.tvPrivateKey?.text.toString())

&& isContainQuestionMark(enc?.tvPublicKey?.text.toString()))
) {
context?.showToast(getString(R.string.empty_key_and_file))
return

}
}

clearExistingFile(outputFileEncrypt)
setVisibleStateOfView(true, arrayListOf(enc?.titleProgress, enc?.rvProgress))
progressOperation.push(Operation.ENCRYPT, getString(R.string.prepare_document_encrypt))

try {
val pubKey = when (enc?.cbQuestion?.isChecked) {
true -> rsaKeys.genRSAPublicKeyFromBase64(enc?.etGenerateKey?.text.toString())
else -> rsaKeys.genRSAPublicKeyFromBase64(sharedPref.getLocalKeyRsa().second!!)

}

Log.w("BlackBox", "Time Start")
benchmarkTimerEncrypt.startLog()
rsaAsymmetric.encrypt(fis, pubKey, encryptFileResultListener, outputFileEncrypt)

} catch (e: Exception) {
log(exception = e)
progressOperation.push(
Operation.ENCRYPT,
getString(R.string.error_operation, e.message.toString()),
exception = e

)
showFailedEncrypt()

}
}

private val encryptFileResultListener = object : ECResultListener {
override fun onProgress(newBytes: Int, bytesProcessed: Long, totalBytes: Long) {
Log.w("BlackBox", "Time Calculation: encryptFileResultListener#onProgress")
progressOperation.push(Operation.ENCRYPT, getString(R.string.waiting_encrypt_doc))

}

override fun onFailure(message: String, e: Exception) {
log(exception = e) // tracking log error
progressOperation.push(Operation.ENCRYPT, e.message.toString(), exception = e)
activity?.runOnUiThread { showFailedEncrypt() }

}

override fun <T> onSuccess(result: T) {
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Log.w("BlackBox", "Time End: encryptFileResultListener#onSuccess")
benchmarkTimerEncrypt.endLog()
val info = getString(R.string.success_encrypt_doc)
progressOperation.push(Operation.ENCRYPT, info, finish = true)
activity?.runOnUiThread { showResultEncrypt() }

}
}

private fun showResultEncrypt() {
enc?.apply {
val sizeResult = outputFileEncrypt.sizeStrWithBytes()
val processTime = benchmarkTimerEncrypt.getBenchmarkTime()
tvSizeDefault.text = getString(R.string.result_size_default, originalSize)
tvSizeResult.text = getString(R.string.result_size_encrypt, sizeResult)
tvProcessTime.text = getString(R.string.result_time_encrypt, processTime)

}
setColorStateOfCard(
Process.SUCCESS,
enc?.cardResults,
enc?.containerCardResults,
enc?.titleResult,
enc?.tvSizeDefault,
enc?.tvSizeResult,
enc?.tvProcessTime

)
setVisibleStateOfView(true, arrayListOf(enc?.cardResults))
showSnackBar(
message = getString(R.string.snackbar_info_encrypt),
actionText = getString(R.string.snackbar_action_close),
duration = Snackbar.LENGTH_INDEFINITE

)
}

private fun showFailedEncrypt() {
enc?.apply {
tvSizeDefault.text = getString(R.string.result_size_default, questionMark)
tvSizeResult.text = getString(R.string.result_size_encrypt, questionMark)
tvProcessTime.text = getString(R.string.result_time_encrypt, questionMark)

}
setColorStateOfCard(
Process.FAILED,
enc?.cardResults,
enc?.containerCardResults,
enc?.titleResult,
enc?.tvSizeDefault,
enc?.tvSizeResult,
enc?.tvProcessTime

)
setVisibleStateOfView(true, arrayListOf(enc?.cardResults))

}

/**
* DECRYPTION STAGES
* */

private fun generateSharedKeyPair() {
fun setKeyPairViewText() {
val pairRsaKey = sharedPref.getSharedKeyRsa()
sharedPublicKey = pairRsaKey.second!!
dec?.btnCopy?.isEnabled = true
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dec?.tvPublicKey?.text = pairRsaKey.second
dec?.tvStatusSaveKey?.text = getString(R.string.is_key_already)

}

when {
sharedPref.isKeyRsaOfSharedAvailable() -> setKeyPairViewText()
else -> rsaKeys.genRSAKeyPair(rsaDecryptKeyPairListener, ECAsymmetric.KeySizes.S_2048)

}
}

private val rsaDecryptKeyPairListener = object : ECRSAKeyPairListener {
override fun onFailure(message: String, e: Exception) {
log(exception = e) // tracking log error
activity?.runOnUiThread {
setColorStateOfCard(
Process.FAILED,
dec?.cardGenerate,
dec?.containerCardGenerate,
dec?.tvStatusSaveKey,
dec?.tvPublicKey

)
dec?.tvStatusSaveKey?.text =
getString(R.string.state_generated, getString(R.string.failed))

}
}

override fun onGenerated(keyPair: KeyPair) {
val publicKey = keyPair.public.encoded.toBase64String()
val privateKey = keyPair.private.encoded.toBase64String()
sharedPref.saveSharedKeyRsa(publicKey, privateKey)
sharedPublicKey = publicKey
activity?.runOnUiThread {
dec?.tvPublicKey?.text = publicKey
dec?.btnCopy?.isEnabled = true
dec?.tvStatusSaveKey?.text =
getString(R.string.state_generated, getString(R.string.success))

}
}

}

private fun copySharedPubKey() {
if (!this::sharedPublicKey.isInitialized) return
context?.copyToClipboard(sharedPublicKey)

}

private fun doDecrypt() {
val isFileFromOthers = dec?.cbQuestion?.isChecked == true
if (isFileFromOthers) {
if (
isContainQuestionMark(dec?.tvPublicKey?.text.toString())
|| isContainQuestionMark(dec?.tvUploadFile?.text.toString())

) {
context?.showToast(getString(R.string.empty_key_and_file))
return

}
} else {
if (isContainQuestionMark(dec?.tvUploadFile?.text.toString())) return

}

val sharedPrefPrivateKey = when {
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isFileFromOthers -> sharedPref.getSharedKeyRsa()
else -> sharedPref.getLocalKeyRsa()

}

setVisibleStateOfView(true, arrayListOf(dec?.titleProgress, dec?.rvProgress))
try {
val privateKey = rsaKeys.genRSAPrivateKeyFromBase64(sharedPrefPrivateKey.first!!)
progressOperation.push(Operation.DECRYPT, getString(R.string.prepare_document_decrypt))
Log.w("BlackBox", "Time Start")
benchmarkTimerDecrypt.startLog()
rsaAsymmetric.decrypt(fis, privateKey, decryptFileResultListener)

} catch (e: Exception) {
log(exception = e) // tracking log error
progressOperation.push(Operation.DECRYPT, e.message.toString(), exception = e)
showFailedDecrypt()

}
}

private val decryptFileResultListener = object : ECResultListener {
override fun onProgress(newBytes: Int, bytesProcessed: Long, totalBytes: Long) {
Log.w("BlackBox", "Time Calculation: decryptFileResultListener#onProgress")
progressOperation.push(Operation.ENCRYPT, getString(R.string.waiting_decrypt_doc))

}

override fun onFailure(message: String, e: Exception) {
log(exception = e) // tracking log error
progressOperation.push(Operation.DECRYPT, e.message.toString(), exception = e)
activity?.runOnUiThread { showFailedDecrypt() }

}

override fun <T> onSuccess(result: T) {
Log.w("BlackBox", "Time End: decryptFileResultListener#onSuccess")
benchmarkTimerDecrypt.endLog()
val info = getString(R.string.success_decrypt_doc)
progressOperation.push(Operation.DECRYPT, info, finish = true)

try {
/**
* Because we can't use a custom save directory file, we renaming
* the result file from decrypt operation to a target directory. In order that
* file result still can grouping in one folder.
*
* Example path
* ``` root/Documents/Decrypt Files/Dec RSA_filename.extension```
* */
val file = result as File
val isRenamed = file.renameTo(outputFileDecrypt)
if (isRenamed) {
log("Rename To Success")

} else {
log("Rename To Failed")

}

activity?.runOnUiThread { showResultDecrypt() }
} catch (ioException: IOException) {
log(exception = ioException)

} catch (e: Exception) {
log(exception = e)

}
}
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}

private fun showResultDecrypt() {
dec?.apply {
val sizeResult = outputFileDecrypt.sizeStrWithBytes()
val processTime = benchmarkTimerDecrypt.getBenchmarkTime()
tvSizeDefault.text = getString(R.string.result_size_encrypt, originalSize)
tvSizeResult.text = getString(R.string.result_size_decrypt, sizeResult)
tvProcessTime.text = getString(R.string.result_time_decrypt, processTime)

}
setColorStateOfCard(
Process.SUCCESS,
dec?.cardResults,
dec?.containerCardResults,
dec?.titleResult,
dec?.tvSizeDefault,
dec?.tvSizeResult,
dec?.tvProcessTime

)
setVisibleStateOfView(true, arrayListOf(dec?.cardResults))
showSnackBar(
message = getString(R.string.snackbar_info_decrypt),
actionText = getString(R.string.snackbar_action_close),
duration = Snackbar.LENGTH_INDEFINITE

)
}

private fun showFailedDecrypt() {
dec?.apply {
tvSizeDefault.text = getString(R.string.result_size_encrypt, questionMark)
tvSizeResult.text = getString(R.string.result_size_decrypt, questionMark)
tvProcessTime.text = getString(R.string.result_time_decrypt, questionMark)

}
setColorStateOfCard(
Process.FAILED,
dec?.cardResults,
dec?.containerCardResults,
dec?.titleResult,
dec?.tvSizeDefault,
dec?.tvSizeResult,
dec?.tvProcessTime

)
setVisibleStateOfView(true, arrayListOf(dec?.cardResults))

}
}

Lampiran 4. Kode Program Kombinasi
package com.yogaprasetyo.skripsi.keepsecret.ui.hybrid

import android.app.Activity
import android.content.Intent
import android.os.Bundle
import android.util.Log
import android.view.LayoutInflater
import android.view.View
import android.view.ViewGroup
import androidx.core.view.isVisible
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import androidx.fragment.app.Fragment
import androidx.recyclerview.widget.LinearLayoutManager
import androidx.recyclerview.widget.RecyclerView
import com.google.android.material.snackbar.Snackbar
import com.yogaprasetyo.skripsi.keepsecret.R
import com.yogaprasetyo.skripsi.keepsecret.adapter.ProgressAdapter
import com.yogaprasetyo.skripsi.keepsecret.databinding.DecryptHybridOfflineBinding
import com.yogaprasetyo.skripsi.keepsecret.databinding.EncryptHybridOfflineBinding
import com.yogaprasetyo.skripsi.keepsecret.databinding.FragmentHybridOfflineBinding
import com.yogaprasetyo.skripsi.keepsecret.model.Progress
import com.yogaprasetyo.skripsi.keepsecret.utils.*
import com.yogaprasetyo.skripsi.keepsecret.utils.UriUtil.getPathFromUri
import java.io.File
import java.io.InputStream
import java.security.KeyPair
import java.security.interfaces.RSAPublicKey

class HybridOfflineFragment : Fragment() {

private lateinit var password: String
private lateinit var passwordEncrypted: String
private lateinit var publicKey: RSAPublicKey
private lateinit var sharedPublicKey: String

private lateinit var outputFileEncrypt: File
private lateinit var outputFileDecrypt: File

private lateinit var sharedPref: KeySharedPreferences
private lateinit var originalFile: String // alias key for local password encrypted

private lateinit var progressOperation: ProgressOperation
private lateinit var progressAdapterEncrypt: ProgressAdapter
private lateinit var progressAdapterDecrypt: ProgressAdapter

private val questionMark by lazy { getString(R.string.question_mark) }
private val rsaKeys by lazy { ECKeys() }
private val aesSymmetric by lazy { ECSymmetric() }
private val rsaAsymmetric by lazy { ECAsymmetric() }
private val progressArray by lazy { ArrayList<Progress>() }

private val benchmarkTimerEncrypt by lazy {
BenchmarkTimer("Hybrid", "Encrypt operation")

}
private val benchmarkTimerDecrypt by lazy {
BenchmarkTimer("Hybrid", "Decrypt operation")

}

private var fis: InputStream? = null
private var originalSize: String? = null

private var enc: EncryptHybridOfflineBinding? = null
private var dec: DecryptHybridOfflineBinding? = null

private var _binding: FragmentHybridOfflineBinding? = null
private val binding get() = _binding

override fun onCreateView(
inflater: LayoutInflater,
container: ViewGroup?,
savedInstanceState: Bundle?
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): View? {
_binding = FragmentHybridOfflineBinding.inflate(inflater, container, false)
return binding?.root

}

override fun onViewCreated(view: View, savedInstanceState: Bundle?) {
super.onViewCreated(view, savedInstanceState)

initProperties()
initRecyclerView()
initButtonListener()
initValueOfView()
initCheckedChangeListener(Operation.ENCRYPT)
initCheckedChangeListener(Operation.DECRYPT)

}

private fun initProperties() {
enc = binding?.eoperation
dec = binding?.doperation
sharedPref = KeySharedPreferences(requireContext())
progressAdapterEncrypt = ProgressAdapter()
progressAdapterDecrypt = ProgressAdapter()
progressOperation = ProgressOperation(
progressArray,
progressAdapterEncrypt,
progressAdapterDecrypt

)
}

private fun initCheckedChangeListener(operation: Operation) {
fun setListenerEncrypt() {
enc?.cbQuestion?.checkedChangeListener(
arrayListOf(enc?.cardInfo, enc?.etLayoutPublicKey),
arrayListOf(
enc?.titleGenerateRsaKey,
enc?.cardGenerate,
enc?.tvStatusSaveKey,
enc?.btnGenerate

)
)

}

fun setListenerDecrypt() {
dec?.cbQuestion?.checkedChangeListener(
arrayListOf(
dec?.cardInfo,
dec?.titleGenerateRsaKey,
dec?.cardGenerate,
dec?.btnGenerate,
dec?.btnCopy,
dec?.etLayoutAesKeyEncrypted

)
)

}

when (operation) {
Operation.ENCRYPT -> setListenerEncrypt()
Operation.DECRYPT -> setListenerDecrypt()

}
}
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private fun initRecyclerView() {
fun configure(rv: RecyclerView): RecyclerView {
return rv.apply {
layoutManager = LinearLayoutManager(activity)
setHasFixedSize(true)

}
}

enc?.rvProgress?.let { configure(it).adapter = progressAdapterEncrypt }
dec?.rvProgress?.let { configure(it).adapter = progressAdapterDecrypt }

}

private fun initButtonListener() {
/**
* Showing operation
* */
binding?.btnToggleShowOperation?.toggleButtonListener(
{
showCryptoOperation(Operation.ENCRYPT)
resetAllCacheOrValue()

},
{
showCryptoOperation(Operation.DECRYPT)
resetAllCacheOrValue()

}
)

/**
* Encrypt Operation
* */
enc?.btnGenerate?.setOnClickListener { generateLocalKeyPair() }
enc?.btnRandomKey?.setOnClickListener { useRandomPassword() }
enc?.btnUpload?.setOnClickListener { uploadFile(Operation.ENCRYPT) }
enc?.btnEncrypt?.setOnClickListener { doEncrypt() }
enc?.btnCopy?.setOnClickListener { copyPasswordEncrypted() }

/**
* Decrypt Operation
* */
dec?.btnGenerate?.setOnClickListener { generateSharedKeyPair() }
dec?.btnCopy?.setOnClickListener { copySharedPubKey() }
dec?.btnUpload?.setOnClickListener { uploadFile(Operation.DECRYPT) }
dec?.btnDecrypt?.setOnClickListener { doDecrypt() }

}

private fun showCryptoOperation(operationName: Operation) {
fun showEncrypt(isVisible: Boolean = true) {
binding?.eoperation?.root?.isVisible = isVisible

}

fun showDecrypt(isVisible: Boolean = true) {
binding?.doperation?.root?.isVisible = isVisible

}

when (operationName) {
Operation.ENCRYPT -> {
showEncrypt()
showDecrypt(false)

}
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Operation.DECRYPT -> {
showDecrypt()
showEncrypt(false)

}
}

}

private fun initValueOfView() {
val privateKey = getString(R.string.private_key, questionMark)
val publicKey = getString(R.string.public_key, questionMark)
val chosenFile = getString(R.string.choose_file, questionMark)
val processGenerateKey = getString(R.string.state_generated, getString(R.string.check))

enc?.apply {
tvPrivateKey.text = privateKey
tvPublicKey.text = publicKey
tvStatusSaveKey.text = processGenerateKey
tvUploadFile.text = chosenFile

}

dec?.apply {
tvStatusSaveKey.text = processGenerateKey
tvPublicKey.text = publicKey
tvUploadFile.text = chosenFile

}
}

private fun resetAllCacheOrValue() {
fun clearPropertiesValue() {
fis = null
originalSize = null
progressArray.clear()

}

fun hideOperation() {
setVisibleStateOfView(
false,
arrayListOf(
enc?.titleProgress,
enc?.rvProgress,
enc?.titleEncryptedAesKey,
enc?.tvAesKeyEncrypted,
enc?.btnCopy,
enc?.cardResults,
dec?.titleProgress,
dec?.rvProgress,
dec?.cardResults

)
)

}

fun clearFieldValue() {
enc?.etAesKey?.clear()
enc?.etGenerateKey?.clear()
dec?.etAesKeyEncrypted?.clear()

}

clearPropertiesValue()
clearFieldValue()
hideOperation()
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initValueOfView()
}

/**
* UPLOAD FILE STAGES
* */

override fun onActivityResult(requestCode: Int, resultCode: Int, data: Intent?) {
/**
* Set [fis] property and [outputFileEncrypt] for encrypt operation
* */
fun setDataFileForEncrypt() {
try {
data?.data?.let { uri ->
val path = getPathFromUri(requireContext(), uri)
val file = path?.let { File(it) }
enc?.tvUploadFile?.text = getString(R.string.choose_file, file?.path)
originalSize = file?.sizeStrWithBytes()
fis = context?.contentResolver?.openInputStream(uri)
outputFileEncrypt = setOutputFile(
Operation.ENCRYPT,
file?.name!!,
prefixHybridEncryptFileName,
prefixHybridDecryptFileName

)
}

} catch (e: Exception) {
log(exception = e) // tracking log error
context?.showToast(getString(R.string.error_upload))
enc?.tvUploadFile?.text = getString(R.string.choose_file, questionMark)

}
}

/**
* Set [fis] property and [outputFileDecrypt] for decrypt operation
* */
fun setDataFileForDecrypt() {
try {
data?.data?.let { uri ->
val path = getPathFromUri(requireContext(), uri)
val file = path?.let { File(it) }
dec?.tvUploadFile?.text = getString(R.string.choose_file, file?.path)
originalFile = file?.nameWithoutExtension.toString()
originalSize = file?.sizeStrWithBytes()
fis = context?.contentResolver?.openInputStream(uri)
outputFileDecrypt = setOutputFile(
Operation.DECRYPT,
file?.name!!,
prefixHybridEncryptFileName,
prefixHybridDecryptFileName

)
}

} catch (e: Exception) {
log(exception = e) // tracking log error
context?.showToast(getString(R.string.error_upload))
dec?.tvUploadFile?.text = getString(R.string.choose_file, questionMark)

}
}

if (resultCode != Activity.RESULT_OK) return



85

when (requestCode) {
requestCodeEncrypt -> setDataFileForEncrypt()
requestCodeDecrypt -> setDataFileForDecrypt()

}
}

/**
* ENCRYPTION STAGES
* */

private fun generateLocalKeyPair() {
fun setKeyPairViewText() {
val pairRsaKey = sharedPref.getLocalKeyHybrid()
publicKey = rsaKeys.genRSAPublicKeyFromBase64(pairRsaKey.second!!)
enc?.tvPrivateKey?.text = getString(R.string.private_key, pairRsaKey.first)
enc?.tvPublicKey?.text = getString(R.string.public_key, pairRsaKey.second)
setTextStateGenerateKey(Process.INFO)

}

when {
sharedPref.isKeyHybridOfLocalAvailable() -> setKeyPairViewText()
else -> rsaKeys.genRSAKeyPair(rsaEncryptKeyPairListener, ECAsymmetric.KeySizes.S_2048)

}
}

private val rsaEncryptKeyPairListener = object : ECRSAKeyPairListener {
override fun onFailure(message: String, e: Exception) {
log(exception = e) // tracking log error
setColorStateOfCard(
Process.FAILED,
enc?.cardGenerate,
enc?.containerCardGenerate,
enc?.tvPrivateKey,
enc?.tvPublicKey

)
setTextStateGenerateKey(Process.FAILED)

}

override fun onGenerated(keyPair: KeyPair) {
val pubKey = keyPair.public.encoded.toBase64String()
val privKey = keyPair.private.encoded.toBase64String()
sharedPref.saveLocalKeyHybrid(pubKey, privKey)
activity?.runOnUiThread {
publicKey = keyPair.public as RSAPublicKey
enc?.tvPrivateKey?.text = getString(R.string.private_key, privKey)
enc?.tvPublicKey?.text = getString(R.string.public_key, pubKey)
setTextStateGenerateKey(Process.SUCCESS)

}
}

}

private fun setTextStateGenerateKey(process: Process) {
enc?.tvStatusSaveKey?.text = when (process) {
Process.SUCCESS -> getString(R.string.state_generated, getString(R.string.success))
Process.FAILED -> getString(R.string.state_generated, getString(R.string.failed))
else -> getString(R.string.is_key_already)

}
}

private fun useRandomPassword() {
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val randomPassword = getRandomString()
enc?.etAesKey?.setText(randomPassword)

}

private fun doEncrypt() {
val isFileShared = enc?.cbQuestion?.isChecked == true
if (isFileShared) {
if (
enc?.etLayoutPublicKey.checkFieldIsEmpty()
|| enc?.etLayoutAesKey.checkFieldIsEmpty()

) return

if (isContainQuestionMark(enc?.tvUploadFile?.text.toString())) {
context?.showToast(getString(R.string.not_choose_file))
return

}
} else {
if (enc?.etLayoutAesKey.checkFieldIsEmpty()) return
if (
isContainQuestionMark(enc?.tvUploadFile?.text.toString())
|| (isContainQuestionMark(enc?.tvPrivateKey?.text.toString())

&& isContainQuestionMark(enc?.tvPublicKey?.text.toString()))
) {
context?.showToast(getString(R.string.empty_key_and_file))
return

}
}

Log.i("BlackBox", "doEncrypt3: isFileShared=$isFileShared")
clearExistingFile(outputFileEncrypt)
password = enc?.etAesKey?.text.toString()
setVisibleStateOfView(true, arrayListOf(enc?.titleProgress, enc?.rvProgress))
progressOperation.push(Operation.ENCRYPT, getString(R.string.prepare_document_encrypt))

Log.w("BlackBox", "Time Start")
benchmarkTimerEncrypt.startLog()
aesSymmetric.encrypt(fis, password, encryptFileResultListener, outputFileEncrypt)

}

private val encryptFileResultListener = object : ECResultListener {
override fun onProgress(newBytes: Int, bytesProcessed: Long, totalBytes: Long) {
Log.w("BlackBox", "Time Calculation: encryptFileResultListener#onProgress")
progressOperation.push(Operation.ENCRYPT, getString(R.string.waiting_encrypt_doc))

}

override fun onFailure(message: String, e: Exception) {
log(exception = e) // tracking log error
progressOperation.push(Operation.ENCRYPT, e.message.toString(), exception = e)
activity?.runOnUiThread { showFailedEncrypt() }

}

override fun <T> onSuccess(result: T) {
Log.w("BlackBox", "Time Calculation: encryptFileResultListener#onSuccess")
progressOperation.push(Operation.ENCRYPT, getString(R.string.success_encrypt_doc))
progressOperation.push(Operation.ENCRYPT, getString(R.string.prepare_key_encrypt))

try {
val pubKey = when (enc?.cbQuestion?.isChecked) {
true -> rsaKeys.genRSAPublicKeyFromBase64(enc?.etGenerateKey?.text.toString())
else -> publicKey
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}
rsaAsymmetric.encrypt(password, pubKey, encryptKeyResultListener)

} catch (e: Exception) {
val errorMessage = e.message.toString()
Log.e("BlackBox", errorMessage)
progressOperation.push(
Operation.ENCRYPT,
getString(R.string.error_operation, errorMessage),
exception = e

)
activity?.runOnUiThread { showFailedEncrypt() }
clearExistingFile(outputFileEncrypt)

}
}

}

private val encryptKeyResultListener = object : ECResultListener {
override fun onProgress(newBytes: Int, bytesProcessed: Long, totalBytes: Long) {
Log.w("BlackBox", "Time Calculation: encryptKeyResultListener#onProgress")
progressOperation.push(Operation.ENCRYPT, getString(R.string.waiting_encrypt_key))

}

override fun onFailure(message: String, e: Exception) {
log(exception = e) // tracking log error
progressOperation.push(Operation.ENCRYPT, e.message.toString(), exception = e)
activity?.runOnUiThread { showFailedEncrypt() }

}

override fun <T> onSuccess(result: T) {
Log.w("BlackBox", "Time End: encryptKeyResultListener#onSuccess")
benchmarkTimerEncrypt.endLog()
val info = getString(R.string.success_encrypt_key)
progressOperation.push(Operation.ENCRYPT, info, finish = true)

passwordEncrypted = result as String
val alias = outputFileEncrypt.nameWithoutExtension
sharedPref.saveLocalAesKeyEncrypted(alias, passwordEncrypted)
activity?.runOnUiThread { showResultEncrypt() }

}
}

private fun showResultEncrypt() {
enc?.apply {
val sizeResult = outputFileEncrypt.sizeStrWithBytes()
val processTime = benchmarkTimerEncrypt.getBenchmarkTime()
tvSizeDefault.text = getString(R.string.result_size_default, originalSize)
tvSizeResult.text = getString(R.string.result_size_encrypt, sizeResult)
tvProcessTime.text = getString(R.string.result_time_encrypt, processTime)
tvAesKeyEncrypted.text = passwordEncrypted

}
setColorStateOfCard(
Process.SUCCESS,
enc?.cardResults,
enc?.containerCardResults,
enc?.titleResult,
enc?.tvSizeDefault,
enc?.tvSizeResult,
enc?.tvProcessTime

)
val arrayOfView = when (enc?.cbQuestion?.isChecked) {
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true -> arrayListOf(
enc?.titleEncryptedAesKey,
enc?.tvAesKeyEncrypted,
enc?.btnCopy,
enc?.cardResults

)
else -> {
arrayListOf(enc?.cardResults)

}
}
setVisibleStateOfView(true, arrayOfView)
showSnackBar(
message = getString(R.string.snackbar_info_encrypt),
actionText = getString(R.string.snackbar_action_close),
duration = Snackbar.LENGTH_INDEFINITE

)
}

private fun showFailedEncrypt() {
enc?.apply {
tvSizeDefault.text = getString(R.string.result_size_default, questionMark)
tvSizeResult.text = getString(R.string.result_size_encrypt, questionMark)
tvProcessTime.text = getString(R.string.result_time_encrypt, questionMark)
tvAesKeyEncrypted.text = questionMark

}
setColorStateOfCard(
Process.FAILED,
enc?.cardResults,
enc?.containerCardResults,
enc?.titleResult,
enc?.tvSizeDefault,
enc?.tvSizeResult,
enc?.tvProcessTime

)
setVisibleStateOfView(true, arrayListOf(enc?.cardResults))

}

private fun copyPasswordEncrypted() {
if (!this::passwordEncrypted.isInitialized) return
context?.copyToClipboard(passwordEncrypted)

}

/**
* DECRYPTION STAGES
* */

private fun generateSharedKeyPair() {
fun setKeyPairViewText() {
val pairRsaKey = sharedPref.getSharedKeyHybrid()
sharedPublicKey = pairRsaKey.second!!
dec?.btnCopy?.isEnabled = true
dec?.tvPublicKey?.text = pairRsaKey.second
dec?.tvStatusSaveKey?.text = getString(R.string.is_key_already)

}

when {
sharedPref.isKeyHybridOfSharedAvailable() -> setKeyPairViewText()
else -> rsaKeys.genRSAKeyPair(rsaDecryptKeyPairListener, ECAsymmetric.KeySizes.S_2048)

}
}
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private val rsaDecryptKeyPairListener = object : ECRSAKeyPairListener {
override fun onFailure(message: String, e: Exception) {
log(exception = e) // tracking log error
setColorStateOfCard(
Process.FAILED,
dec?.cardGenerate,
dec?.containerCardGenerate,
dec?.tvStatusSaveKey,
dec?.tvPublicKey

)
dec?.tvStatusSaveKey?.text =
getString(R.string.state_generated, getString(R.string.failed))

}

override fun onGenerated(keyPair: KeyPair) {
val publicKey = keyPair.public.encoded.toBase64String()
val privateKey = keyPair.private.encoded.toBase64String()
sharedPref.saveSharedKeyHybrid(publicKey, privateKey)
sharedPublicKey = publicKey
activity?.runOnUiThread {
dec?.tvPublicKey?.text = publicKey
dec?.btnCopy?.isEnabled = true
dec?.tvStatusSaveKey?.text =
getString(R.string.state_generated, getString(R.string.success))

}
}

}

private fun copySharedPubKey() {
if (!this::sharedPublicKey.isInitialized) return
context?.copyToClipboard(sharedPublicKey)

}

private fun doDecrypt() {
val isFileFromOthers = dec?.cbQuestion?.isChecked == true
if (isFileFromOthers) {
if (dec?.etLayoutAesKeyEncrypted.checkFieldIsEmpty()) return
if (isContainQuestionMark(dec?.tvUploadFile?.text.toString())) {
context?.showToast(getString(R.string.not_choose_file))
return

}
} else {
if (isContainQuestionMark(dec?.tvUploadFile?.text.toString())) {
context?.showToast(getString(R.string.not_choose_file))
return

}
}

val sharedPrefPrivateKey = when {
isFileFromOthers -> sharedPref.getSharedKeyHybrid()
else -> sharedPref.getLocalKeyHybrid()

}

val passwordEncrypted = when {
isFileFromOthers -> dec?.etAesKeyEncrypted?.text.toString()
else -> sharedPref.getLocalAesKeyEncrypted(originalFile)

}

setVisibleStateOfView(true, arrayListOf(dec?.titleProgress, dec?.rvProgress))
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try {
val privateKey = rsaKeys.genRSAPrivateKeyFromBase64(sharedPrefPrivateKey.first!!)
progressOperation.push(Operation.DECRYPT, getString(R.string.prepare_key_decrypt))
clearExistingFile(outputFileDecrypt)
Log.w("BlackBox", "Time Start")
benchmarkTimerDecrypt.startLog()
rsaAsymmetric.decrypt(passwordEncrypted, privateKey, decryptKeyResultListener)

} catch (e: Exception) {
log(exception = e) // tracking log error
progressOperation.push(Operation.DECRYPT, e.message.toString(), exception = e)

}
}

private val decryptKeyResultListener = object : ECResultListener {
override fun onProgress(newBytes: Int, bytesProcessed: Long, totalBytes: Long) {
Log.w("BlackBox", "Time Calculation: decryptKeyResultListener#onProgress")
progressOperation.push(Operation.DECRYPT, getString(R.string.waiting_decrypt_key))

}

override fun onFailure(message: String, e: Exception) {
log(exception = e) // tracking log error
progressOperation.push(Operation.DECRYPT, e.message.toString(), exception = e)
activity?.runOnUiThread { showFailedDecrypt() }

}

override fun <T> onSuccess(result: T) {
Log.w("BlackBox", "Time Calculation: decryptKeyResultListener#onSuccess")
progressOperation.push(Operation.DECRYPT, getString(R.string.success_decrypt_key))
progressOperation.push(Operation.DECRYPT, getString(R.string.prepare_document_decrypt))
val password = result as String
aesSymmetric.decrypt(fis, password, decryptFileResultListener, outputFileDecrypt)

}
}

private val decryptFileResultListener = object : ECResultListener {
override fun onProgress(newBytes: Int, bytesProcessed: Long, totalBytes: Long) {
Log.w("BlackBox", "Time Calculation: decryptFileResultListener#onProgress")
progressOperation.push(Operation.DECRYPT, getString(R.string.waiting_decrypt_doc))

}

override fun onFailure(message: String, e: Exception) {
log(exception = e) // tracking error log
progressOperation.push(Operation.DECRYPT, e.message.toString(), exception = e)
activity?.runOnUiThread { showFailedDecrypt() }

}

override fun <T> onSuccess(result: T) {
Log.w("BlackBox", "Time End: decryptFileResultListener#onSuccess")
benchmarkTimerDecrypt.endLog()
val info = getString(R.string.success_decrypt_doc)
progressOperation.push(Operation.DECRYPT, info, finish = true)
activity?.runOnUiThread { showResultDecrypt() }

}
}

private fun showResultDecrypt() {
dec?.apply {
val sizeResult = outputFileDecrypt.sizeStrWithBytes()
val processTime = benchmarkTimerDecrypt.getBenchmarkTime()
tvSizeDefault.text = getString(R.string.result_size_encrypt, originalSize)
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tvSizeResult.text = getString(R.string.result_size_decrypt, sizeResult)
tvProcessTime.text = getString(R.string.result_time_decrypt, processTime)

}
setColorStateOfCard(
Process.SUCCESS,
dec?.cardResults,
dec?.containerCardResults,
dec?.titleResult,
dec?.tvSizeDefault,
dec?.tvSizeResult,
dec?.tvProcessTime

)
setVisibleStateOfView(
true,
arrayListOf(
dec?.titleResult,
dec?.cardResults

)
)
showSnackBar(
message = getString(R.string.snackbar_info_decrypt),
actionText = getString(R.string.snackbar_action_close),
duration = Snackbar.LENGTH_INDEFINITE

)
}

private fun showFailedDecrypt() {
dec?.apply {
tvSizeDefault.text = getString(R.string.result_size_encrypt, questionMark)
tvSizeResult.text = getString(R.string.result_size_decrypt, questionMark)
tvProcessTime.text = getString(R.string.result_time_decrypt, questionMark)

}
setColorStateOfCard(
Process.FAILED,
dec?.cardResults,
dec?.containerCardResults,
dec?.titleResult,
dec?.tvSizeDefault,
dec?.tvSizeResult,
dec?.tvProcessTime

)
setVisibleStateOfView(
true,
arrayListOf(
dec?.titleResult,
dec?.cardResults

)
)

}
}
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