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ABSTRAK

Nama : Tomi Wijaya
Program Studi: Magister Administrasi Publik
Judul Tesis : Kolaborasi Pemerintah dan Masyarakat Dalam Program

Identifikasi Kerentanan dan Proteksi Secara Sukarela Badan
Siber dan Sandi Negara Sebagai Upaya Peningkatan Keamanan
Sistem Pemerintahan Berbasis Elektronik

Pembimbing : Prof. Dr. Drs. A.F. Sigit Rochadi, M.Si.

Penelitian ini bertujuan untuk menganalisis kolaborasi pemerintah dan masyarakat
dalam Program Identifikasi Kerentanan dan Proteksi Secara Sukarela Badan Siber
dan Sandi Negara (BSSN) sebagai upaya peningkatan keamanan Sistem
Pemerintahan Berbasis Elektronik (SPBE); dan untuk mengetahui faktor-faktor
yang mendukung dan menghambat proses kolaborasi. Penelitian mengguna metode
penelitian deskriptif kualitatif dengan pengumpulan data melalui wawancara,
observasi, dan dokumentasi. Hasil penelitian menunjukkan relevansi model
Collaborative Governance Tonelli, Sant’anna, Abbud, dan De Souze. (2018)
dengan kolaborasi dalam program Identifikasi Kerentanan dan Proteksi secara
Sukarela, dengan fokus pada dimensi Antecedents, Collaborative Process, dan
Equity Outcomes. Faktor mendukung kolaborasi melibatkan kesadaran akan
keamanan informasi, SDM keamanaii siber yang memadai, regulasi dan dukungan
pemerintah, serta pengalaman positif dari program serupa di negara lain. Sedangkan
faktor penghambat mencakup ketidakpercayaan privasi, kurangnya pemahaman
urgensi kolaborasi, minimnya dukungan pimpinan, terbatasnya sumber daya, dan
ketersediaan teknologi yang masih terbatas. Studi ini memberikan wawasan
mendalam tentang kolaborasi Pemerintah dan masyarakat dalam meningkatkan
keamanan SPBE dengan menckankan tahapan proses kolaborasi melalui program
identifikasi kerentanan dan proteksi secara sukarela BSSN.

Kata kunci:

Kolaborasi Pemerintah dan Masyarakat, Identifikasi Kerentanan dan Proteksi,
BSSN dan Keamanan SPBE, Model Collaborative Governance, Sumber Daya dan
Dukungan Pemerintah
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ABSTRACT

Name : Tomi Wijaya
Study Program : 216301518044
Title : Collaboration between the Government and the Community in

the Voluntary Vulnerability Identification and Protection
Program of the National Cyber and Cryptography Agency as an
Effort to Enhance the Security of the Electronic Government
System

Counsellor : Prof. Dr. Drs. A.F. Sigit Rochadi, M.Si.

This research aims to analyze the collaboration between the government and the
community in the Vulnerability Identification and Voluntary Protection Program
by the National Cyber and Crypto Agency (BSSN) as an effort to enhance the
security of the Electronic-Based Government System (SPBE). The study also aims
to identify the factors that support and hinder the collaboration process. The
research utilizes a qualitative descriptive research method with data collection
through interviews, observations, and documentation. The results of the research
indicate the relevance of the Collaborative Governance model proposed by Tonelli,
Sant’anna, Abbud, and De Souze (2018) to the collaboration in the Vulnerability
Identification and Voluntary Protection program, focusing on the dimensions of
Antecedents, Collaborative Process;-and Equity Outcomes. Supporting factors for
collaboration involve awareness of information security, an adequate cybersecurity
workforce, regulations and government support, and positive experiences from
similar programs in other countries. On the other hand, inhibiting factors include
privacy concerns, a lack of understanding of the urgency of collaboration, limited
leadership support, resource constraints, and limited technology availability. This
study provides in-depth insights into the collaboration between the government and
the community in enhancing the security of SPBE by emphasizing the stages of the
collaboration process through the voluntary vulnerability identification and
protection program implemented by BSSN.

Key words:

Government and Community Collaboration, Vulnerability and Protection
Identification, BSSN and SPBE Security, Collaborative Governance Model,
Government Resources and Support
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